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• Senior Security Consultant and vCISO

• 17+ years of IT and cybersecurity experience

• 280+ security assessments

• Cybersecurity experience in the following 
business verticals:

• Former Benedictine monk

• Entertainment
• Finance
• Healthcare
• Transportation

• Utility
• Gaming
• Educational
• Retail
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16 Critical Infrastructure Sectors & Corresponding 
Sector-Specific Agencies
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• Aviation
• Highway Infrastructure and 

Motor Carrier
• Maritime Transportation 

Systems
• Mass Transit and Passenger Rail
• Pipeline Systems
• Freight Rail
• Postal and shipping

U.S. Transportation Sector and Its Subsectors
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Analog vs Semi-Digital vs Digital
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The Ever-Evolving World of Technology

MACHINERY

ASSEMBLY LINES

RTUs

HMIs

SCADA

PLCs

MODBUS

SQL

CLOUD

MARKETING DATA 
(CRM)

BUSINESS DATA 
(ERP)

RDP

HTTP
INTERNET ACCESS

Operational 
Technology

Information 
Technology IOT
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• Ransomware attacks 38%
• Data-related threats 30%
• Malware 17%

• Denial-of-Service DoS
• Phishing / spear phishing 10% 
• Supply-chain attacks 10%

Evolving Risks and Threats
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AVIATION

September 2022 | Breached American 
Airlines email accounts were abused for 
phishing purposes

MARITIME

June 2021 | Massachusetts Steamship 
Authority targeted in a cyberattack

September 2021 |  Port Houston was 
targeted by a suspected nation-state 
actor in cyberattack

RAILWAY

January 2021 | A ransomware attack hit 
the short line rail operator OmniTRAX

April 2021 | Suspected Chinese hackers 
breached the New York City Transit 
Authority’s computers

Cybersecurity – Major Incidents
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ROAD 

June 2021 | Cape Cod Regional Transit 
Authority was hit by ransomware attack

September 2021 | Elon Musk’s top-secret 
"full self-driving" AI car software was 
leaked to hackers

December 2021 | Kia Motors America was 
hit by a DoppelPaymer ransomware attack

June 2022 |  American subsidiary of 
automotive hose maker Nichirin was hit by 
a ransomware attack

TRANSPORT SECTOR AS A WHOLE 
("All transport")

September 2021 | Attackers impersonated 
the US Department of Transportation in a 
two-day phishing scam

September 2022 | Microsoft365 phishing 
attacks impersonate US government 
agencies, including the Department of 
Transportation

Cybersecurity – Major Incidents (Continued)
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Cybersecurity – Major Incidents (Organization)
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Safety Concerns

Data Privacy

Vehicle and 
Aircraft Integrity

Remote Control 
and Updates

Supply Chain 
Security

Interconnected 
Ecosystems

Regulations and 
Standards

Threat 
Landscape

Incident 
Response

Cybersecurity – A Critical Linchpin
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Training and 
Education

User Awareness Behavioral 
Aspects

Security Culture Adaptation to 
New 

Technologies

Human Factor
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A highly detailed and structured 

framework of standards, 

guidelines, and best 

practices that provides a way to 

identify, protect, detect, 

respond, and recover from 

vulnerabilities cyberthreats or 

breaches.

What is the NIST Cybersecurity Framework (CSF)?
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Assessment & Awareness

Implementation & Protection

Education & Culture

Incident Response Testing

Roadmap to Resiliency
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Q&A
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Request a Deep Dive, POC/POV, 
Assessment, or Demo:

ü  Scan the QR code with your camera

ü Check the box with the Nth 

Evaluation that will best assist you

Nth is Here to Help!
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